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1 Initial Privacy Assessment:

An Initial Privacy Assessment is a comprehensive evaluation of an organization's current data protection
practices, identifying areas of compliance and non-compliance with applicable privacy laws & regulations.
This foundational assessment sets the stage for building a robust privacy program by pinpointing gaps
and recommending actionable improvements.

Scope and Objectives:

e Assess the organization's data processing activities.

e Identify data flows and storage locations.

e Evaluate existing data privacy and data protection policies and procedures.

Key Activities:

e Conduct interviews with key stakeholders.
e Review existing documentation and policies.
e Map out data processing activities.

Deliverables:

e Detailed report outlining findings.

e Recommendations for addressing gaps.

e Action plan for improving data privacy and data protection practices.

2 Annual DPIA with Updates:

An Annual Data Protection Impact Assessment (DPIA) is a proactive measure to identify and mitigate
privacy risks associated with data processing activities. This assessment is particularly important for
high-risk processing activities and ensures ongoing compliance with data protection laws.

Scope and Objectives:

e Evaluate the impact of data processing activities on data subjects' privacy.
e Identify and mitigate privacy risks.

e Ensure compliance with legal requirements.

Key Activities:

e Perform an initial DPIA.

e Review and update existing DPIAs.

e Identify new processing activities requiring DPIAs.

e Consult with stakeholders to understand processing activities.

Deliverables:

e Updated DPIA reports.

e Risk mitigation strategies.

e Documentation of any changes or new findings.
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3 Annual RoPA with Updates:

An Annual Record of Processing Activities (RoPA) update ensures that an organization maintains an
accurate and comprehensive record of all personal data processing activities. This record is crucial for
demonstrating compliance with data protection regulations.

Scope and Objectives:

e Maintain an accurate record of all data processing activities.
e Ensure transparency and accountability.

e Facilitate compliance with legal obligations.

Key Activities:

e Perform an initial RoPA.

e Review and update the existing RoPA.

e Identify any new processing activities.

e Verify the accuracy of recorded data processing activities.

Deliverables:

e Updated RoPA documentation.

e Summary of changes and additions.
e Compliance verification report.

4 Annual Privacy Tabletop Exercises:

Annual Privacy Tabletop Exercises are simulated scenarios designed to test the effectiveness of an
organization's privacy policies, procedures, and response plans. These exercises help prepare the organization
for real-world privacy incidents.

Scope and Objectives:

e Test the effectiveness of privacy incident response plans.
e Identify areas for improvement in incident management.
e Train staff on privacy incident response procedures.

Key Activities:

e Develop realistic incident scenarios.

e Conduct tabletop exercises with relevant teams.
e Evaluate the response and identify gaps.

Deliverables:

e Exercise report with findings and recommendations.
e Updated incident response plans.

e Training materials for future exercises.
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5 DSAR Lifecycle Management:

DSAR Lifecycle Management involves managing data subject access requests (DSARs) from receipt to
resolution, ensuring timely & compliant responses to individuals' requests regarding their personal data.

Scope and Objectives:

e Ensure timely and compliant handling of all DSARs.
e Maintain records of all requests and responses.

e Protect the rights of data subjects.

Key Activities:

e Receive and log DSARs.

e Verify the identity of requestors.

e Retrieve and review relevant data.

e Provide responses within legal timeframes.

Deliverables:

e DSAR tracking system.

e Records of all DSARs and responses.
e Compliance reports.

6 Privacy Policies & Procedures:

Developing and maintaining privacy policies and procedures is essential for setting the standards and
expectations for data privacy and data protection within an organization. These documents provide a
framework for ensuring compliance and protecting personal data.

Scope and Objectives:

e Establish comprehensive privacy policies.

e Ensure policies are aligned with legal requirements.

e Provide clear guidelines for data privacy and data protection practices.

Key Activities:

e Draft and review privacy policies.

e Implement procedures for policy adherence.
e Conduct regular policy reviews and updates.

Deliverables:
e Privacy policy documents.
e Review and update schedules.
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7 DPO PoC for Supervisory Authorities:

The Data Protection Officer (DPO) acts as the primary point of contact (PoC) for supervisory authorities,
facilitating communication and ensuring the organization complies with regulatory requirements and inquiries.

Scope and Objectives:

e Serve as the liaison between the organization and data protection authorities.
e Ensure timely responses to regulatory inquiries.

e Facilitate audits and inspections.

Key Activities:

e Communicate with supervisory authorities.

e Register with all required EU Supervisory Authorities.
e Coordinate responses to inquiries and requests.

e Prepare for and facilitate regulatory audits.

Deliverables:

e Registration Log with all EU Supervisory Authorities.
e Formal Communication logs with authorities.

e Compliance reports.

e Audit preparation documents.

8 Incident & Breach Reporting:

Incident and Breach Reporting involves the timely and efficient management of data breaches, including
reporting incidents to relevant authorities and affected individuals as required by law.

Scope and Objectives:

e Ensure timely reporting of data breaches.

e Minimize the impact of breaches on data subjects.
e Comply with legal notification requirements.

Key Activities:

e Develop a comprehensive incident response program.
e Identify and assess data breaches.

e Notify relevant authorities and affected individuals.

e Document incident response actions.

Deliverables:

e Incident reports.

e Notification letters to authorities and individuals.
e Post-incident analysis and improvement plans.
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9 Monthly Privacy Training Module:

A Monthly Privacy Training Module ensures continuous education and awareness among employees
regarding data privacy and data protection practices, policies, and regulatory requirements.

Scope and Objectives:

e Provide regular privacy training to employees.

e Keep staff updated on the latest privacy practices and regulations.
e Foster a culture of data protection awareness.

Key Activities:
e Develop monthly training materials on key privacy issues.
e Assess employee understanding through quizzes or assessments.

Deliverables:

e Training schedules and materials.

e Records of completed training sessions.

e Assessment results and feedback reports.

10 U.S. & Global Privacy Tracker:

A US. & Global Privacy Tracker monitors and tracks privacy laws and regulations worldwide, ensuring
that the organization remains compliant with the latest legal developments.

Scope and Objectives:

e Track changes in privacy laws and regulations globally.

e Ensure compliance with new and updated legal requirements.
e Provide timely updates to relevant stakeholders.

Key Activities:
e Monitor legislative changes and regulatory updates.

e Analyze the impact of legal changes on the organization.
e Update policies and procedures accordingly.

Deliverables:
e Monthly privacy law tracker spreadsheet.
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11 Monthly Reporting to Management:

Monthly Reporting to Management involves preparing and presenting regular reports on the status of
the organization'’s privacy program, highlighting key metrics, compliance status, and areas for improvement.

Scope and Objectives:

e Provide transparency on privacy program performance.
e Inform management of key issues and risks.

e Facilitate decision-making for privacy-related initiatives.

Key Activities:

e Collect and analyze privacy-related data and metrics.

e Prepare detailed monthly reports.

e Present findings and recommendations to management.

Deliverables:
e Monthly privacy report to highest level of management.
e Action plans for addressing identified issues.

12 Monthly Centris Privacy Pulse(™) Assessment & Report:

The Monthly Centris Privacy Pulse(™) Assessment & Report is a proprietary assessment that provides a
comprehensive analysis of the organization’s privacy practices, identifying strengths and areas for
improvement on a monthly basis.

Scope and Objectives:

e Regularly assess the effectiveness of privacy practices.
e Identify and address areas of non-compliance or risk.

e Provide actionable insights for continuous improvement.

Key Activities:

e Conduct monthly privacy assessments using the Centris Privacy Pulse(™) methodology.
e Analyze assessment results and identify trends.

e Develop and implement improvement plans.

Deliverables:

e Monthly Centris Privacy Pulse(™) assessment report.
e Recommendations for improvement.

e Progress tracking and follow-up reports.
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With a client-centric approach and a proven track record of delivering results,
Centris has emerged as a trusted partner for businesses seeking to fortify their
data protection posture and achieve compliance excellence. Whether it's
navigating the intricacies of GDPR, CCPA, or other regulatory frameworks, our
team is equipped to provide tailored solutions that align with our clients’ unique
needs and objectives. As businesses continue to grapple with the complexities of
data governance and compliance, Centris remains steadfast in its commitment
to empowering organizations with the knowledge, tools, and support needed to
thrive in today's data-driven world.

i--Protect Your Data.
Stay Compliant.
Minimize Risks.

s (214)-984-2346 Q 10440 North Central Expy. Q 1530 Wilson Boulevard
Make Your Enterprise More Suite 800 Suite 650
Secure, Compliant, & Resilient Dallas, TX 75231 Arlington, VA 22209
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