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For MSSPs that can develop these products and services – and take them to market (which is 
actually quite easy!), you’ll experience real growth and long-term revenue streams.  How do I know 
this? Because I help companies every day in leveraging cybersecurity as their true competitive 
advantage. Here’s 19 proven ways that MSSPs can grow their business in 2019 – and beyond, 
according to Charles Denyer, one of the world’s foremost experts on cybersecurity & data privacy.  

Hey Managed Security Service Providers (MSSPs), 
you’ve got clients, bUT YOU WANT MORE...
Which means you’re more than likely competing with other MSSPs offering similar 
services and going after similar clients. The end result is competing on price.

STOP!
Growing your business is not about competing on pricing 
alone, it’s about offering new, innovative products and 
services. It’s also about using cybersecurity, data privacy, 
and regulatory compliance as your competitive advantage. 



Leverage SECURITY as 
your new Trust factor
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As humans, we can confidently “trust” that many things in our lives will operate with a degree of normalcy. 
We trust the mail to come from the USPS. We trust the grocery store will have fresh eggs and milk to buy. 
I could go on. The more we subconsciously trust, the more we gravitate to such businesses that we come 
to rely on.  

And what is security, really? It’s about everything that falls under the large, expansive umbrella of “Information 
Security”. It’s about strong access controls. It’s about backing up data securely. It’s about having incident 
response measures in place if a breach were to occur. It’s about dozens of other fundamental security 
practices that MSSPs should be employing – if they want to secure and grow their business.
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Is security a main selling point? 
No, not all the time, but without security, you have zero trust.

Therefore, it’s no surprise that the basic element of 
trust in today’s world of security is good cybersecurity 
measures. Sounds easy, but many MSSPs miss the 
boat on this. How so? Their organizational message 
with their website, product brochures, sales talk – and 
much more – is often void of the true message of 
cybersecurity. Remember something very important 
as an MSSP. Your clients – and prospects – many not 
come out and say it, but security is paramount – 
absolutely critical – when it comes to choosing an 
MSSP.  Cybersecurity – or even at a higher level, let’s 
just call it “security” – that’s the first and fundamentally 
– most important trust factor. 



MSSPs can grow their business by leveraging data privacy as a trust factor. At a higher level, let’s just call 
it “privacy”. Simply stated, customers expect, want – and demand – that their data is safe and secure at 
all times, which is essentially part of the SECURITY Trust Factor also. And even more than that, customers want 
safeguards in place knowing that their data will not be shared with other entities, unless explicit consent 
is given. Familiar with the General Data Protection Regulation (GDPR)? It’s a massive piece of EU 
legislation that essentially comes down to data security and privacy for customers.

Leverage PRIVACY as 
Another Trust Factor
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Leveraging PRIVACY as a Trust Factor for MSSPs 
requires two (2) critically important elements: 

In North America, there’s a plethora of data privacy 
laws and regulations that have been around for 
years. Some are well-known, such as the 
provisions within HIPAA. Others are not as 
well-known, such as the Privacy Principles from 
the AICPA. Regardless, MSSPs are expected to 
be abide by such measures, and customers fully 
expect their data to be private and not shared 
with unauthorized parties.  

1ST Understanding and adhering 
to privacy laws and regulations 

regarding customer data.

2ND Having comprehensive 
information security policies, 

procedures & practices in place to 
protect customer data at all times.  



Ok, so customers expect – and essentially demand – SECURITY and PRIVACY, and one of the best ways 
to showcase these trust factors is through compliance. There’s a multitude of laws, regulations, and 
frameworks that businesses need to comply with – some you’re familiar with, others you may not be. 

Leverage COMPLIANCE as 
yet Another Trust Factor
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showcasing COMPLIANCE as a trust factor 
is a huge win-win. How so?

1ST As an MSSP, performing your 
own annual compliance audits 

shows just that.

2ND It gives you the opportunity 
to offer a wide-range of products 

and services to customers looking 
to build their own trust factors.   



Your clients have varying needs when it comes to their business. After all, they’ve come to rely on you for 
a number of critical services and solutions, so your offerings shouldn’t stop there. 

Be that Trusted Advisor 
to your Clients
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You would be surprised at the professional services you can 
give to clients once you really stop and think about it. 

IMPORTANT QUESTIONS TO ASK YOURSELF:
What else can you provide?

What other value do you have as an MSSP that you can offer? 



The world is awash in regulatory compliance, and it’s only going to continue to grow, become more complex – 
and costly – for businesses all throughout the world. No, it’s not all doom and gloom for your business, it’s an 
opportunity of a lifetime, provided you can implement a robust and proven set of services and solutions 
to your clients.  In fact, while most whitepapers and publications are talking about the same old ways for 
MSSPs to grow their businesses, the compliance landscape is a relatively new window of opportunity.  

Some of the opportunities in the compliance landscape are well-known, and many MSSPs have been wildly 
successful in implementing them, but others are not so well-known, and they’re hidden gems, so let’s dig in.  

Dominate the Regulatory 
Compliance Landscape
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1 Offer Scoping & Consultative 
Services for many of today’s major 
compliance mandates, such as PCI 

DSS, SOC 1/2/3 audits HIPAA, 
GDPR, and much, much more.

2 Offer compliance documentation 
to your clients, specifically – policy 

and procedures templates 
(more on that below).



What’s a Compliance Zone? It’s a comprehensive set of offerings that help clients manage their massive 
regulatory compliance reporting mandates. While most MSSPs talk about tools and solutions they have 
for helping their clients meet today’s demanding compliance mandates, very few actually do it successfully.  

Therefore, separating the pretenders from MSSPs who build a “TRUE and REAL” Compliance Zone 
encompasses the following:

Build a “TRUE and REAL” 
Compliance Zone
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Regulatory Compliance Managed Security Services Zones: Building & deploying an 
infrastructure that allows clients to house their data in a secure and compliant environment is a big 
need in today’s world.  Businesses are struggling immensely with rising compliance costs, so why not 
offer proven services and solutions for helping reduce their headaches and expenses, while giving 
them some serious security that they demand – and expect. 

 Here’s some examples of highly successful Compliance Zones:

Cloud Compliance Zones: Not there yet when it comes to infrastructure costs and manpower for 
building your own compliance zone? Not a problem, build it out in the likes of Amazon AWS, Microsoft 
Azure, and Google GCP and manage it for your clients.  Don’t want to go this route yet? Not a problem, how 
about offering services that design, deploy, and then manage a client’s compliance reporting in the cloud?  
There’s a number of ways to skin the compliance cat, you’ll just need to determine what’s the best fit.

Design and Architect: What compliance services and solutions can you offer that truly are in need 
from your clients and the marketplace?  Do you have the skillsets internally for designing, architecting, 
taking to market – then supporting – such a Compliance Zone?  These are questions you need to be asking 
– and if you’re serious about making money on regulatory compliance – then these are questions you need 
answers to also.  

Marketing: Effective marketing for a Compliance Zone is much more than simple words of wisdom and 
some 11th hour made brochures by an intern. To market a true and real Compliance Zone, you need 
boots-on-the-ground sales people, you need dedicated in-house reps, you need product demos, you need 
YouTube videos, and much, much more. 



Also, keep in mind that there are literally dozens and dozens of security companies that will want you to use their 
products and solutions for building out a compliance zone. And interestingly, the vast majority of white papers 
and articles I find on how MSSPs can grow their business originates from these very providers pushing their 
products! Be cautious and choose your vendors wisely.  

Build a “TRUE and REAL” 
Compliance Zone
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Build and Deploy:  You’ve designed and architected the product? Great, now’s the time to build it 
and deploy it to your customer base.  You’ll need capable, experienced, and well-trained engineers 
who can handle this task, and who can also manage your compliance zone moving forward.  



It’s developing the seemingly never-ending list of information security policies and procedures. From 
growing compliance mandates to insurance requirements – and more – InfoSec documentation is a big 
piece of the puzzle for any successful business in today’s world.  

So, why not offer policy templates for sale? Don’t have them? Simply reach out to any number of providers 
who offer them for sale online and request a fee for white labelling them under your own name? It’s an 
easy process, can yield significant revenues, and provides yet another income stream.  

White Label Information 
Security Documents
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HERE’s A QUESTION FOR YOU...

What’s one of the most time-consuming, demanding, and mundane 
measures that almost any business has to undertake? 

Stop and think of all the documentation that businesses need 
for regulatory compliance.

PCI DSS
HIPAA
SOC audits
FISMA Compliance
FedRAMP &  more 

it’s a laundry list, and it’s a goldmine for MSSPs.



Offering InfoSec policy templates is one thing – and many of your clients will happily say yes to such 
services, but don’t forget about the lucrative fees available for actually writing the documents. For all the 
clients that will happily buy a set of templates from you, the vast majority will also want you customize 
them – after all – who has time to write policies and procedures – probably not your clients, so you can 
surely it add it on as a professional services offering.  

Offer Information Security
Policy Writing Services 
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Policy writing can be lucrative 
– to the tune of $250 + per hour!



Almost every company needs some type of risk assessment performed each year, so why not build an 
online risk management portal where clients can simply perform their risk assessment online, save it, and 
send it to whomever they need to send it to, such as auditors, etc., From PCI DSS compliance to SOC 
audits, HIPAA compliance – and more – businesses are being required to perform annual risk assessments, 
so why not jump onto to the risk assessment train and create a niche service for your clients.

Offer Annual Risk 
Assessment ServiceS  
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make risk assessments a part of your Compliance 
as a Service (CaaS) offering.

(See #15 below!)



Today’s service economy is a great example of how everyone is outsourcing some type of service to 
another business – call it the new norm. Because of this, businesses are being required to monitor and 
perform regularly scheduled due-diligence measures on their outsourcing providers.   

Offer Third-Party Vendor Due-Diligence
and Ongoing Vendor Management Services  
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why not offer services for helping your clients 
manage their third-party vendors?

You can then include it in a Compliance as a Service 
(CaaS) offering (See #15 below!). 



Earlier, I spoke about dominating the compliance landscape (#5), and a big part of that can be had by 
offering scoping & consultative services. Specifically, clients need help in understanding today’s growing 
regulations, how they impact their business, how to stay compliant, along with so many other issues.     

Offer Professional 
Consulting Services
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offer CONSULTING services TO YOUR CLIENTS. 

Think of the talent you have at your organization, and then translate it into a professional 
consulting services division.  Imagine billing rates up to $400 + per hour. 

Well, it’s there for the taking.

AND HELP KEEP THEM COMPLIANT WHILE INCREASING YOUR REVENUE.



Your clients need help with regulatory compliance – big time – so why not offer professional services for 
relating to many of today’s growing laws and regulations. 

 

Offer Virtual Compliance 
Officer Services
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Think PCI DSS, SOC audits, GDPR, 
FISMA compliance, and much more.

You can easily create various level of services consisting of fixed blocks of hours each 
month, and with prices ranging from $200 to $400 per hour. 

This is a great revenue enhancer for MSSPs.



Similar to virtual compliance officer services, why not offer outsourced Data Protection Officer (DPO) 
services? The General Data Protection Regulation (GDPR) is one of the most fundamentally important – 
and consequential – pieces of compliance legislation ever to be issued, and the GDPR requires a DPO be 
in place in certain circumstances. Many virtual DPO’s I talk to are brining in heavy fees for monthly services. 
 

Offer Data Protection 
Officer (DPO) Services
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if you can automate the services with a CaaS Portal 
you can create some truly amazing hourly billing rates. 

(again, see #15 below)



I’m amazed at the money left on the table by MSSPs when it comes to security awareness training. Here’s 
a recent example that should be an eye-opener. 
 

Offer Security
Awareness Training
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DON’T LEAVE MONEY ON THE TABLE.
OFFER SECURITY AWARENESS TRAINING PROGRAMS TO YOUR CLIENTS.

An MSSP I recently consulted with has 225 clients with a total, aggregated number of 
11,275 employees. In today’s market, average pricing for security awareness training is 

roughly $40 a year, per employee. Do the math & that equates to $451,000 of potential avenue 
revenues if they can build and sell a security awareness training program to their clients.  



Your clients need a place to store and organize their policies and procedures. They need a place to 
upload and share documentation relating to risk assessments, incident response reporting, security 
awareness training – all the compliance requirements that businesses are being faced with today. Why 
not build what I call a “Compliance as a Service (CaaS) model”, a tool that gives your clients all the 
features they need for today’s compliance reporting? 

Build a Compliance as a Service 
(CaaS) Portal for your Clients
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Building a CaaS tool is much easier 
and quicker THAN you think...

and the ROI is immense.



I once had an MSSP come to me frustrated about business growth. He was competing on price, and still 
not winning new clients. After some deep digging and soul searching, we decided to formulate a strategy 
for going after accounting firms that included the design and development of a comprehensive toolkit that met 
a CPA’s needs for growing security, privacy, and compliance needs – and their customer’s downstream needs. 
Let’s just say it was a smashing financial success.  

Offer an All-in-One Security, Privacy & Compliance 
Toolset Solution for Specific Target Industries
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OFFER A COMPREHENSIVE, STRATEGIC ALL-IN-ONE TOOLKIT.
and CREATE SUCCESS FOR YOUR BUSINESS & YOUR CLIENTS.



Many of today’s MSSPs are building their own toolsets and offering them to clients, but a growing number 
are also reselling Security Information and Event Management (SIEM) tools, such as AlienVault, and other 
security related tools. It all comes down to how deep you are getting involved with your client’s operations. If 
you’re doing managed applications, managed desktops, then it’s a good idea to partner and re-sell software for 
anti-virus, anti-malware, and others.  

Re-sell Security 
Products
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RE-SELL AnT-VIRUS & ANTI-MALEWARE SOFTWARE
TO GIVE YOUR CLIENTS AN ADDED LAYER OF SECURITY.



When was the last time you really took a good, hard, objective, unbiased look at your entire brand image? 
Probably quite some time...

Get a Marketing 
Makeover
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if you don’t have a top-notch online marketing campaign,
you’re dead on arrival in today’s competitive arena. 

ask yourself these basic questions:

Are we positioning ourselves in the best possible manner for growth? 

Do we have a strong Internet presence that consists of both paid advertising and 
organic search engine optimization (SEO)?  

Do we have strong Call-to-Actions (CTA) on our website for obtaining target leads? 

Are we developing and curating new & useful content on a regular basis – specifically 
– white papers, blogs, webinars?

Are we listening & learning from our competitors, and fine-tuning our marketing 
message to outpace the competition?

You know it. I know it. And your competitors know it. 



All businesses have needs, so take the time to truly listen to what your clients are saying. What are their 
concerns? What keeps them up at night? What tasks could you be helping them with for creating higher 
levels of efficiency for them? The more you listen, the more you’ll learn, and the more opportunities you’ll 
have for selling them on additional products and services. Trust me on this!

Listen 
and Learn
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Obtain a Competitive Advantage Through Cybersecurity

GET STARTED TODAYWant to work with Charles? 
Learn about his signature services 

Charles Denyer is a best-selling author, in-demand speaker, and one of the 
world’s foremost experts in cybersecurity, data privacy, regulatory compliance, 
and domestic national security issues.  

He’s helped thousands of businesses around the world in designing & implementing a 
wide-range of information technology and cybersecurity solutions. He’s also helped 
these very businesses grow by identifying their niche, launching new services, and 
ultimately obtaining a true competitive advantage in the marketplace. 

About Charles Denyer 

Charles works with CEO’s, entrepreneurs, business owners – anyone with a 
true passion for securing & growing their company in today’s challenging & 
complex business arena. He has over two decades of real-world experience 
with information technology, cybersecurity, data privacy, regulatory compliance, 
national security & other related issues. Charles also consults regularly with top 
political and business leaders including former Vice Presidents of the United 
States, Secretaries of State, ambassadors, high-ranking intelligence officials, 
CEO’s, entrepreneurs, civic leaders, and others.

Learn more at charlesdenyer.com 

https://charlesdenyer.com/contact
https://charlesdenyer.com/my-expertise/one-on-one-with-charles
www.charlesdenyer.com
www.charlesdenyer.com
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